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Bedrohungslage und Gegenmalinahmen
Bestandsaufnahme aus CERT-Sicht

Fachforum VII: IT-Bedrohungen in der Verwaltung 4.0 begegnen:
Pravention, Detektion, Reaktion
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Bedrohungen 2016 (ein ganz normaler Monat)
All Alarms by Priority

Time Window: 207 §-10-07 14:23:23 - 2016-11-07 13:22:23
Consiraints: Source / Destination [P =

Priority Count
high 76,007
me dium 176,122
low 75d

SB1 by Priority
Time Window: 207 §-10-07 14:23:23 - 2018-11-07 §13.22-23

Priority Count
high 54 036
medium 161,023
I 619

SB2 by Priority

Time Window: 201 5-10-07 14:23:53 - 2016-11-0F 13:22:23
Constraints: Source / Destnabon [P = A

Priority Count
high 21,92
medium 15,099
I 140
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Bedrohungen 2016

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is 3 complete list of encrypted files, and you can personally verfy
this.

Encryption was produced using 2 unique public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

R an S O m W ar e / The single copy of the private key, which will alow you to decrypt the files, located

on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR / similar amount in another currency.

Click «Next» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.

Denial of Service |
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Datendiebstahle/-manipulationen
Phishing

Vandalismus

Advanced Persistent Threats
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Von: ella guttman [mallto:saottrer: N
Gesondiet: Mortag, 8. August 2016 0F 45
A

kitp inovel ocpanade gl oom

Ella Chustman

Aufrufversuche einer Malware URL
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Pravention Detektion

Reaktion
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Threat Hunting
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